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Motivation: How we discovered CVE-2025-15546 - File Overwrite via Race Condition

• Prompting Claude Code: "Find race condition vulnerabilities
in this following source code"

• Manually verified each vulnerability report
• 5 false positives, 1 true positive!
• Vulnerability was reported and got fixed
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What motivated us to do this project?

• Have you ever wanted to use LLMs for vulnerability
research?

• Have you ever wanted to magically find 0days without doing
anything?

• Have you ever wondered how the prompt design influences
the results?

• Have you ever wondered how good LLMs are at finding
vulnerabilities?

• Have you ever wondered what the best LLM for finding
vulnerabilities is?
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Who are we?

Sebastian Neef
• @gehaxelt
• PhD Candidate @ TU Berlin
• IT-Sec Freelancer & Nullcon Trainer
• CTFs with Team ENOFLAG

Luca Jungnickel
• @Cyberspargel
• Master’s Student @ TU Berlin
• Research Assistant @ Fraunhofer

FOKUS
• CTFs with Team ENOFLAG

• Both participants of the ”Student Research Project: AI Caramba - LLMs for IT-security” in winter term
2025/2026.
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Disclaimer: It’s more anecdotal rather than perfect science

• During the ”Student Research Project” called ”AI Caramba: LLMs for IT security” a group of 5 students
aimed to find answers to these questions.

▷ Winter term 2025/2026 @ Techical University of Berlin, Germany

• We explored several aspects of LLMs/AI in IT-security and performed several experiments to obtain our
results

• Disclaimer: More exploratory, not enough time for proper scientific rigor. Take the results with a grain of
salt, but still they appear to be interesting!

→ More research needed :)

• It’s a HOT topic: There’s a lot of research happening within the community.
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Project idea

Models × Prompts × Source Code

• Claude (Anthropic)
• ChatGPT / Codex (OpenAI)
• Gemini (Google)

• Low Effort (LE)
• Simple-Generic (SG)
• Simple-Specific (SS)
• Advanced-Generic (AG)
• Advanced-Specific (AS)

• WordPress plugins with known
vulnerabilities after model
training time

• Formgent (Path Traversal)
• Popup Builder (SQL Injection)
• Responsive Lightbox (Stored

XSS)
• W3 Total Cache (Command

Injection)
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Our Prompt Types

• Low Effort: ”Find vulns”

• Simple General: Analyze the following WordPress plugin for
OWASP Top 10 security vulnerabilities.
Try to avoid false positives.

• Simple Specific: Simple General + Vulnerability Type

• Advanced General: ”Simple General” with more details and
more precise instructions.

• Advanced Specific: Advanced General + Vulnerability Type

• For all experiments, the ZIP file of the vulnerable plugin was
provided. Instructed the LLM to not use web search. Also, a
security report must be created.
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Observation 1: Hallucination with (too) many false positives

• Claude against Popup-Builder (SQLi) with the ”Advanced General” prompt hallucinates findings.
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Observation 2: No findings

• ChatGPT against Responsibe Lightbox (XSS) with the ”Advanced Speicifc” prompt and no findings.
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Observation 3: Correct findings

• Gemini against W3 Total Cache (RCE) with the ”Simple Specific” prompt with one exact finding.
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Detection By Model
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Detection By Prompt Type
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Key Takeaways

• Importance of prompt design
▷ Yes, it appears to have a slight influence.
▷ More complex prompts do not necessarily find issues better.

• LLM-based vulnerability detection
▷ Yes, it’s possible!
▷ Hallucination exists and leads to plausible-sounding false

positives
▷ Automated or human verification remains essential

• Which is the best LLM?
▷ No huge differences
▷ ChatGPT/Codex had the best results in our experiments
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Limitations

• Single run of experiments, so detection could be a ”lucky guess” → Multiple runs

• High token usage and hitting usage limits → Higher tier plans to prevent aborts / model switching.

• No verification of additional (”hallucinated”) findings for true positivity → Additional review/validation

• Web-interface vs. CLI tool usage → Different environments / tools available
• No ”specialized features” (i.e. claude code security) used. → Could provide more accurate results

• Manual validation and pattern matching prone to human error → Automated validation

• ⇒ More thorough research needed
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Outlook: Vulnerability Validation

• Ongoing master’s thesis of Luca: Automated Vulnerability Validation
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Questions & Answers

Question & Answers Repository

• Soontm we will publish our repository with our results
• https://github.com/gehaxelt/StuROPx-AI-Caramba

Contact: Sebastian Neef - neef@tu-berlin.de
Contact: Luca Jungnickel - luca.jungnickel@fokus.fraunhofer.de

Slides: https://sebastian-neef.de/uploads/nullcon-goa2026-llm-vulns.pdf
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